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Executive Summary

Snapchat is among the most popular platforms among young people living
in Austria: 65% of | |- to |7-year-olds use the app, 85% of them daily. In
doing so, they also encounter problematic content. But what do young
people actually get to see? This study examines the content served to
young users interested in beauty and fitness, from problematic beauty
ideals and prescription-only substances through to cosmetic procedures.
To this end, four test profiles (sock puppet accounts) were created along
the axes of age (minor vs. adult) and interest/gender, a total of 700
minutes of feed was recorded via screencast from May to June 2026, and

226 problematic videos were identified.
Key findings

e The test accounts registered as minors were shown a

problematic video on average every 2.8 minutes.

e Regardless of age, female beauty profiles were affected roughly
twice as heavily: they were shown a problematic video every 2.5
minutes on average (Amila, |3) and every 2.4 minutes on average

(Laura, 20).

e Just under a third of the problematic content shown to |3-year-
old Amila concerned Botox treatments, which is markedly more

than for the 20-year-old with the same interest profile.

e Looksmaxxing content, including the promotion of
performance-enhancing substances which are often only
available on prescription, dominated the problematic content

shown to the male accounts.

e Around 93% of the 104 commercial items documented were not

labelled as advertising.

e The documented concentration of content endangering health
and development constitutes a systemic risk within the meaning
of Art. 34(l)(b) and (d) of hte DSA, mediated via the
recommender algorithm and reaching profiles registered as

minors.



Glossary — Snapchat functionalitites

Snap, a photo or short video that can be sent to individual contacts or
groups or added to a Story. By default, Snapchat automatically deletes
sent Snaps once all recipients have viewed them, unopened Snaps are
deleted after 3| days, and Snaps in Stories after 24 hours. Snaps can,
however, be saved, and are retained if they are replied to or given a

reaction.!

Stories, sequences of Snaps that remain visible for 24 hours. A
distinction is drawn between private Stories, visible only to confirmed
contacts, and public Stories, which are visible to everyone and can

potentially be surfaced in Discover.2

Spotlight, an algorithmically curated section for short videos (Snaps of
up to 60 seconds). What is shown is determined by a recommendation
system that draws on the user's previous behaviour. According to

Snapchat, content is also adapted to age and language.3

Discover, a section featuring editorial and professional content from
media partners, as well as public Stories from high-reach creators.
Discover is governed by the same personalization and ranking algorithm

as Spotlight.*

Chat, the private communication channel for direct messages between
individual users or in small groups. For many young people, it is the

primary way they use the app.

Snap Map, a map feature that displays the location of the user’s own
contacts. A user’s own location can be hidden from other users via

“Ghost Mode”, but it continues to be transmitted to snap itself.

I https://help.snapchat.com/hc/en-us/articles/7012334940948-When-does-Snapchat-
delete-Snaps-and-Chats

2 https://help.snapchat.com/hc/en-us/articles/70123382 1 6468-What-s-the-difference-
between-posting-to-My-Story-Public-and-My-Story-Friends

3 https://help.snapchat.com/hc/en-us/articles/896 1653 169940-How-we-rank-content-in-
Spotlight

4 https://help.snapchat.com/hc/en-us/articles/896 1 63 1424020-How-we-rank-content-in-
Discover

5 https://help.snapchat.com/hc/en-us/articles/7012322854932-How-do-I-turn-on-Ghost-
Mode
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Introduction

The social media platform Snapchat was launched in 2011 and counts
483 million daily active users; in Europe, 97 million people use Snapchat
every day (Snap Inc. 2026). In Austria, the social network is among the
most popular platforms among children and young people: 65% of | |- to

| 7-year-olds use Snapchat, 85% of them daily (Saferinternet.at 2026).

Snapchat is primarily used as an app for private communication between
two people or within small groups. Short videos and photos — so-called
“Snaps” — are sent and disappear again after a few seconds. In addition,
Snapchat offers further functions, distinguishing between a private and a
public area, and is divided into four sections: the chat as the primary
private communication channel of many young people; the “Snap Map”
showing the exact locations of one's “friends” (can be deactivated); the
"Discover" page with algorithmically ranked stories from subscribed and
suggested accounts; and the “Spotlight” page with algorithmically curated

short videos, usually between 30 and 60 seconds long.

The research concentrates on the latter two sections and the risks
arising there for young people. The focus of this study is on the
dissemination of content that sells, recommends or normalises illegal or
prescription-only products in the beauty & fitness sphere (such as Botox
or anabolic steroids). At the same time, both the use of manipulative
communication and design patterns towards young people and the

conveyance of problematic beauty ideals are surveyed.
Three questions guided the research:

e How quickly and to what extent do young people encounter
problematic content in the algorithmic-driven areas of Snapchat
in the context of beauty and fitness (problematic beauty ideals,

cosmetic procedures, prescription-only or illegal substances)?

e Do the type and volume of this content differ systematically by

age or gender?

e To what extent is the commercial content shown labelled as
such, and to what extent does it use manipulative

communication and design patterns?

Customer goes viral after
giving detalled Instructions on |
how to cut his slice of cake
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Figure 1: Spotlight: algorithmically
curated short videos
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Figure 2: Snap Map: shows the location
of contacts. Anyone who does not want
to be visible must actively switch on
“Ghost Mode”.



Legally, the study is embedded in particular in the Digital Services Act
(DSA 2022), which requires special protection of minors (Article 28) as
well as the identification of systemic risks (Article 34), including the
implementation of measures to mitigate them (Article 35). Also relevant
with regard to the advertising of prescription-only medicinal products to
consumers is the Austrian Medicines Act (AMG 1983), while the use of
manipulative design falls under the Federal Act against Unfair

Competition (UWG 1984).
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I. Method

The investigation was based on four purpose-built Snapchat test profiles
(sock puppets), designed along the dimensions of age (minor/adult) and
interest (beauty/fitness), with interest simultaneously mapping onto

gender (female user = beauty, male user = fitness).

e Amila Mercan, |3, grammar school, year 3. Interests: beauty,

lifestyle and pop culture.

e Sascha Laubert, 14, middle school, year 4. Interests: fitness

and looksmaxxing, likes listening to hardstyle.

e Laura Kudi¢, 20, retail sales assistant. Interests: beauty, lifestyle

and travel.

e Erkan Kurz, 21, studying IT security. Interests: fitness, data

protection, YouTube.

This design enabled two central axes of comparison: same interest at
different ages, and same age with different interests. Data was collected
with these accounts in several phases in order to answer the questions

set out above:

Phase | — Training phase: After profile creation, a two-part training
phase followed, comprising first a passive cold-start observation without
any behavioural signals (Phase la) and then profile-conform account
training through following, watching, liking, sharing and searching for
relevant content (Phase Ib). The aim of this first phase was, on the one
hand, to train the profiles algorithmically according to their respective
interests and, on the other, to be able to make statements about the

content served without any interaction.

Phase 2 — Data collection: Structured data collection took place from
May to June 2026, once the profiles had been trained. The profiles were
recorded in 20-minute sessions of scrolling, including interaction, to
ensure that the trained profile was not lost. The focus was on the
"Spotlight" and "Discover" sections (under "Stories"), which are both
based on Snapchat's algorithmic recommender systems. All of the

content shown was captured via screencast.



Phase 3 — Analysis: The analysis was carried out through systematic
review of the screencasts and coding along a predefined category system.
Each relevant item was recorded in three dimensions: what was served
(content category), whether its commercial character was labelled
(transparency within the meaning of Art. 26 DSA), and how the content
was manipulatively designed (deceptive design). The content dimension
was additionally divided in advance into four subcategories, which were
adapted in the course of the survey: (1) serving/promotion of cosmetic
procedures, (2) serving/promotion of prescription-only products, (3)
serving/promotion of further problematic products, and (4) promotion

of problematic beauty ideals.

Coding was carried out by two people in a consensus procedure: both
collected and coded the material and coordinated continuously.
Ambiguous cases were discussed jointly and, in cases of doubt, decided

with the project lead.

On this basis, thematic focal points and recurring narratives were

identified and the differences between the four profiles interpreted.

I.1. Limitations

The systematic data collection and analysis are subject to several
methodological constraints that must be taken into account in the

interpretation of the results below:

(1) No quantitative statements possible about the share of

problematic content

Only videos classified as problematic along the predefined categories
were captured and annotated. How high the share of problematic
content is among all videos served therefore cannot be verified. Most of
the figures reported below refer to the annotated content of a total of

226 videos.

(2) No comparison possible between the Snapchat sections

“Spotlight” and “Discover”

A separate survey of the two public sections was only possible to a
limited extent, as navigation from the “Discover” section frequently led

unintentionally into the “Spotlight” section. A clean assignment of



individual videos to exactly one section was therefore not consistently
guaranteed. Accordingly, the majority of the data collected falls under
“Spotlight” (180 of 226 entries). Comparative statements between the

two sections are not possible on this basis.
(3) Under-recording of the profile Sascha Laubert

For this profile, fewer data are available (27 entries) than for the other
profiles. The reason is a suspension of the account by Snapchat for
violation of community guidelines, which — even after repeated enquiries
— was neither further substantiated nor lifted. Profile comparisons that
include Sascha Laubert therefore rest on a narrower data basis; absolute

frequencies should be interpreted with caution.
(4) Interpretation of problematic beauty ideals

Whether and at what point a piece of content conveys a problematic
beauty ideal was not always evident from the content alone. In a number
of cases, the classification could only be made on the basis of the
comments, which revealed how content is perceived by users
themselves. Even though comments are a legitimate interpretive signal,
especially where the effects on users are concerned, this approach
entails an interpretive element that must be taken into account when
assessing the frequencies in this category. It should also be borne in mind
that comments show; how content is interpreted by active users. They

are therefore not representative of all viewers.



2. Results

2.1. Training phase

During the cold start, the four newly created Snapchat accounts with
different age and gender details were observed over a period of 30
minutes. Entertainment and influencer content dominated across all
accounts, with relationship and lifestyle topics occurring particularly

frequently.

At the same time, clear differences emerged between the profiles: the
I3-year-old female persona (Amila) received mainly dance videos
featuring young girls, beauty content, life hacks and lifestyle news. The
|4-year-old male profile, by contrast, was served considerably more
male creators, with content on dating, hairstyles, beard care and staged
everyday situations with girls. The 20-year-old female persona was
increasingly confronted with celebrity and influencer content, make-up
tutorials, reality formats and Al-generated content (“Al slop”). For the
21-year-old male profile, images of women, fitness and looksmaxxing
content, relationship content and posts on religion and culture were
prominent. Content thematising traditional notions of masculinity and
physical optimisation was also found there, though still to a modest

extent in this first phase.

Individual accounts and formats also recurred across profiles, but were
contextualised differently. Via the same channel, different people and
topics were recommended to the younger female persona than to the
adult female persona. Overall, the observations suggest that Snapchat
already attempts, for newly «created accounts, to adapt
recommendations to users' age and gender and to the interests

presumed to derive from them.

2.2. Overview & comparative results

In the course of the research — 200 minutes per profile, 100 minutes in
the case of the suspended profile Sascha, a total of roughly 11.7 hours
— 226 problematic video items were captured and coded. Across all
profiles, a video classified as problematic was thus served on average

every three minutes. Clearly above this mean were the two female



beauty profiles, with one problematic video every 2.5 minutes (Amila,
13) and every 2.4 minutes (Laura, 20) — around twice as frequently as
for the male fitness profiles (Erkan, 21: every 5.7 minutes; Sascha, 14:

every 3.7 minutes).

Observation time Videos annotated as Rate
problematic
Amila (13) 200 min. (3.3 h) 81 2.5 min.
Laura (20) 200 min. (3.3 h) 83 2.4 min.
Sascha (14) 100 min. (1.7 h) 27 3.7 min.
Erkan (21) 200 min. (3.3 h) 35 5.7 min.
Gesamt 700 min. (11.7 h) 226 3.1 min.

Table 1: Observation time, annotated videos and serving rate per profile. The rate indicates the
average interval at which a video coded as problematic was captured.

All figures below refer to the 226 annotated videos. Looking at the type
of problematic content, problematic beauty ideals formed the main
focus, followed by the normalisation, promotion or performance of
cosmetic procedures such as Botox, injectable fillers or cosmetic
surgery. Performance-enhancing and other prescription-only substances

occurred less often.

Amila (13) Sascha (14) Laura (20) Erkan (21)
Annotated videos 81 27 83 35
Problematic beauty 40 23 74 22
ideals
Cosemtic surgery 24 4 4 7)
Botox 25 1 7 3
Injectable fillers 27 1 4 1
Coaching 1 6 4 3
Anabolic steroids 0 2 0 8
Peptides 1 0 6
Skin lightening products 0 0 4 0
Other prescription-only 0 1 0 2
medicines

Table 2: Several categories could be assigned per video (multiple coding). The row totals therefore
exceed the number of videos. The row “Annotated content”, by contrast, counts the actual videos per
account.

Comparing the results by gender/interest, two patterns emerge. First,
the type of content clearly follows the trained interest: along the gender
and interest axis, cosmetic procedures dominate for the female beauty
profiles (Amila, Laura). Conversely, anabolic steroids and peptides
appear almost exclusively for the fitness profiles. Second, the volume of

annotated content differs markedly. Far more problematic videos were



served on the female beauty profiles (81 and 83 entries respectively)
than on the male fitness profiles. This cannot be explained solely by the
account suspension in Sascha's case (27 entries), since only 35

problematic items were captured on Erkan's profile as well.

Along the age axis, the two minor profiles were in turn displayed
problematic content considerably more often than the adult ones. Amila
(13) and Sascha (14) were shown a problematic video on average every
2.8 minutes, while the two adult accounts, Laura (20) and Erkan (21),
were shown one every 3.4 minutes. Striking in Amila's case, moreover,
was the high share of content showing, normalising or promoting

aesthetic procedures such as Botox treatments.

Of the 104 entries classified as commercial (e.g. via purchase links,
product tags or “DM for info”), around 93% were not labelled as
commercial. A recurring pattern of this promotional content was the
migration into private channels. For example, extreme weight-loss
successes were promoted while the supposed method was not disclosed
publicly. Instead, viewers were referred to direct messages to receive

“more knowledge” about the method.

Manipulative design and communication strategies were also found
across all profiles: dominant was the authority narrative — for instance
content in which providers appear in surgical scrubs or invoke supposed
professional authority — followed by before-and-after images.
Confirmshaming occurred exclusively for Amila — and thus, once again,

on the minor's account.

2.3. Problematic beauty ideals

In this study, a “problematic beauty ideal” is understood as the
conveyance of idealised, generally unrealistic appearance norms.
Research has broadly established that users internalise these norms
through social comparison (evaluating one's own body against idealised
standards) and can adopt these standards as a personal goal — a process
that goes hand in hand with dissatisfaction with one's own body (Rodgers
u. a. 2020; Thompson u. a. 1999) and can lead to harmful behaviour. In
social media, beauty ideals have become increasingly differentiated in

recent years, as this study also shows. They no longer encompass



thinness alone (see e.g. the hashtag #skinnytok, which went viral in
2025), but also muscularity and attractiveness (e.g. looksmaxxing) among
male users, or features achieved through cosmetic procedures (e.g.

hardmaxxing, cosmetic surgery).

Of the 226 videos identified as problematic, 159 could be classified as
“promotion of a problematic beauty ideal”. This includes videos on
Botox treatments for young people, content on eating disorders, tips on
“looksmaxxing”, the normalisation and promotion of cosmetic
procedures, and a general striving for the “perfect look”. More subtle
content only became recognisable as problematic upon inspection of the

comments.

2.3.1. 2.3.1. Granularity of beauty ideals

The content collected shows that beauty ideals on Snapchat are
negotiated in a strikingly granular and differentiated way: while sweeping
diet narratives such as “lose 10 kg in 2 weeks” remain widespread, there
is a wealth of content on “skinny fat” (supposedly good vs. bad fat) or
specific lip shapes such as “Russian lips” or “Korean lips”. The personas
Laura and Amila frequently received content on lip filler and Botox —
both as (unlabelled) advertising by cosmetic-surgery clinics and so-called
“cosmetic nurses” —i.e. providers who suggest medical competence and
offer to perform cosmetic procedures such as injecting Botox or lip filler
— and from influencers whose “day in the life” not infrequently includes
a Botox top-up. By contrast, the personas of Sascha and Erkan received
content showing them how to measure facial proportions, which hairline
is considered attractive and how to make their jawline more defined.
Influencers such as Bramal (@lookslab.de) then package this information

in pseudo-scientific terms.

2.3.2. Self-acceptance as a disclaimer

The videos are frequently introduced by influencers with the remark that
everyone is allowed to find attractive whatever they find beautiful about
themselves or others — followed, however, by tips purporting to show
how one's appearance can be improved. The awareness of conveying a
problematic beauty ideal through one's own content is thus present —
and yet statements like “How to lose fat as a teen” remain. Content
containing such justificatory clauses is not received in the comments as

“everyone has a different body shape”; rather, the incentive to compare

Figure 5: The allusions made in
the video are explained in the
comments.
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oneself persists — for example by posting one's own weight or height as

a reference.

Occasional vlogs by influencers filming their own Botox treatment were
also found. The German influencer @Garrysecret, for instance, turned
his “first time Botox” into content in Spotlight and as a story. This video,
too, is accompanied by the remark that everyone should do as they
please, while the comments discuss desired improvements to one's own

body or face.

Such introductory appeals to self-acceptance function as a disclaimer
intended to legitimise the optimisation prompts that follow. The
comments show that the message of self-acceptance rarely lands with
viewers. What remains is the impulse to compare one's own body with

others.

2.3.3. Eating disorders as discipline and number

Disordered eating behaviour is frequently framed as progress and
disciplined conduct, and at the same time linked to measurability and
quantification. In the context of self-discipline, for example, there are
videos with prompts such as “don't ruin your progress by a small
mistake, keep going girly” or “stick with your plan or keep dreaming
about it” —in both cases with recognisable allusions to anorexia. Another
video warns against letting “insufferable people” spoil one's progress. It
is clear from the context that this refers to people who react to the

eating behaviour of those affected.

Alongside these narratives, there is also content that quantifies supposed

In

beauty ideals: one video displays a table of the “ideal” weight by height,
with the “own values” highlighted and captioned “| feel so fat”. In
another, the figure “46kg” appears next to a strikingly thin arm. In
addition, quantified statements of users' own weight can be found in the

comments under these and similar videos.

2.3.4. Looksmaxxing
A large share of the problematic content shown to the male profiles

(Sascha, 14, and Erkan, 21) consisted of so-called looksmaxxing content.

Looksmaxxing refers to the systematic optimisation of one's own
appearance to increase perceived attractiveness. Methods range from

grooming and styling tips, to regular facial exercises (softmaxxing), to the

thetics
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deliberate breaking of facial bones (bonesmashing), to cosmetic and

surgical procedures (hardmaxxing).

The term looksmaxxing emerged in the 2010s in so-called incel

I“

communities (involuntarily celibate), in which men's sexual “market
value” is discussed and measured against an ideal type — the Chad. What
originally circulated in closed forums (in particular the so-called PSL
forums: PUAHate.com, Sluthate.com, Lookism.net) appears today in
mass-compatible form on platforms like TikTok, Instagram and, indeed,

Snapchat (Solea und Sugiura 2026; Sousbois 2026).

The scene is shaped by a number of high-reach accounts: Bramal
(@lookslab.de) presents self-optimisation in the guise of supposed
scientific rigour. At the same time, he rates the attractiveness of
prominent figures, ranks them by their “sexual market value” and, in
doing so, also recommends operations as a supposedly rational
consequence. The US looksmaxxer Clavicular (@kingclavicular), by
contrast, embodies the type of the rich and flawlessly beautiful idol, who
also publicly flaunts alcohol and drug consumption. The scene also has

female representatives, such as the US lifestyle influencer Alorah Ziva

(@zahloria).

The fluidity of the boundary between beauty content and physical harm
is demonstrated time and again by looksmaxxing content: a Snapchat
story by Clavicular, for instance, led to a livestream broadcasting his own
nose operation for five hours on the streaming platform Kicks. In
another case, Clavicular was sued in civil proceedings by Alorah Ziva.
According to the statement of claim, he is alleged to have injected a
substance into the face of Alorah Ziva, then 16 years old. The claim
includes allegations of battery, intentional infliction of emotional distress,
fraud and unauthorised publication. The civil proceedings are pending
and the allegations have not been proven to date (NBC 6 South Florida
2026).

Clavicular furthermore recounts having obtained steroids at the age of
14, and openly presents his body as the result of “juicing” (i.e. taking

steroids) rather than training. Elsewhere he names prescription-only

8 Kick was founded in 2022 as a competitor to Twitch, partly in response to Twitch's
ban on gambling streams. The streaming platform has repeatedly come under criticism
for its overly lax moderation measures.

Abb. 12: @Clavicular bereitet sich auf
seine Nasenoperation vor.

L



medicines such as selegiline as the “secret” of his boundless energy; a
leg-lengthening operation has also been announced by him. Alorah Ziva,
in turn, promotes and markets her own looksmaxxing guide on her
Snapchat profile for 39 US dollars per month, which not only contains a
reference to supposedly necessary operations but also offers I:I

coaching for |0-year-olds.”

Apply for 1.1 Consultation
If | see the vision in you, you'll hear from me directly.

brigitte.sauer70@gmail.com Konto wechseln )

Der Name, die E-Mail-Adresse und das Foto, die mit Ihrem Google-Konto verknipft sind,
werden gespeichert, wenn Sie Dateien hochladen und dieses Formular senden

* Gibt eine erforderliche Frage an

Name+ Number+ Email (in that order) *

Meine Antwort

How old are you? *

(O 1014years old
O 15-18years old
(O 19-25years old

O 25-30+ years old

What do you Look Like? (upclose 1 Front, Side of face and 360 full body) *

Sie konnen bis zu 5 unterstiizte Dateien hochladen. Hochstens 10 MEB pro Datei.

X, Datei hinzufigen

Figure 7: Application form for a 1:1 consultation with Alorah Ziva. Ages from 10
upwards can be selected.

Overall, the looksmaxxing scene shows a rapid transition from ostensibly
accessible beauty and fitness content to ideologically charged material.
The pseudo-scientific packaging — for instance through the “measuring”
of the jawline and other facial proportions — creates a false sense of trust

and credibility. What may begin as a grooming or hairstyle tip shares the

7 https://glowera.carrd.co/



same channels and the same vocabulary as markedly more extreme
content — up to and including livestreamed cosmetic surgery. The fact
that coaching is offered from the age of 10 upwards makes it clear who

the target group is.

2.4. Promoted substances and risk products

While the previous section considered the ideals conveyed, this chapter
describes the products promoted on Snapchat. Captured were Botox
(36 videos), performance-enhancing substances (steroids: 10, peptides:
8), other prescription-only medicines (3) and freely available risk

products.

2.4.1. Botox

As already addressed in chapter 2.3.1 (Granularity of beauty ideals),
Botox is served particularly frequently in the feed of |3-year-old Amila
and is at the same time the most frequently promoted prescription-only
product of the survey. The research shows that the product is depicted
and normalised as an everyday product. That it is a medicinal product,
obtainable only on medical prescription, is barely mentioned. Three

recurring narratives can be identified in the content:

Botox as a leisure activity: In one video served to |3-year-old Amila,
the Botox treatment is marketed as a couples' activity (“Couples that
botox together”), combined with the prompt to get one's boyfriend
hooked as well (“just get your bf addicted”). The treatment is accordingly

staged not as a medical procedure but as leisure activity.

Botox as an initiation rite: Several items stage the first treatment as
an event documented and published by influencers. The framing as the

“first time” thus appears as a rite of passage.

Botox as a permanent backdrop: A considerable share of the Botox
content consists simply of the treatment itself; close-ups of the needle
entering the skin in particular are served repeatedly and thus appear as
a permanent backdrop. Added to this is a linguistic trivialisation through

terms such as “tox lift” (“when the tox lift hits”).

All these narratives lead to a normalisation of the product; risks are
barely addressed. Even where objection and criticism are taken up, they

are immediately dismissed. One user, for instance, describes an

bringing you with me
Huy

Figure 8: Close-up of a lip filler injection



excessive number of procedures and explains that people around her
criticised this and wanted to stop her — yet the user frames this criticism

as jealousy.

2.4.2. Performance-enhancing substances

On the male profiles in particular, products such as anabolic steroids,
testosterone and peptides were promoted as performance-enhancing
and muscle-building products. The range extends from seemingly
balanced content — in one video, testosterone is first framed as
something positive, only for the product's risks to be listed afterwards —
via open recommendations of active substances (“The safest steroids for
beginners: Testosterone, Anavar, Primobolan”) through to fitness
content that explicitly declares training superfluous and points to

steroids instead (“VWorking out is dumb, just take roids and starve”).

At times, the taking of anabolic agents is also joked about. To what
extent such tongue-in-cheek mentions are actually meant seriously
cannot be inferred — what is clear, however, is that the humorous
framing also contributes to normalising such products, since it treats

their consumption as a self-evident point of reference.

In two cases, the risks are also pointed out. One video discusses the
fitness streamer Togi, who is said to have only narrowly survived an
overdose. In another video, peptides are addressed in connection with

infertility.

2.4.3. Other-prescription-only medicines
A recurring narrative of the content served is that prescription-only
medicines are presented not as such but as a casual beauty or self-

optimisation tip — without any reference to risks or the medical context.

In addition to the products already mentioned, such as Botox or anabolic
steroids, further prescription-only medicines were displayed and
promoted in the feeds of the created accounts. In one video served to
both male profiles, the influencer Bramal (@lookslab.de) describes the
acne medication isotretinoin as “underrated” in the context of skincare,
as part of an “overrated or underrated” format. The fact that this is a
prescription-only medicine used to treat therapy-resistant acne, which
has numerous side effects, is not mentioned. Yet the medicine is subject

to strict risk management. The Austrian Federal Office for Safety in



Health Care (BASG) explicitly warns against obtaining isotretinoin-

containing preparations via the internet (BASG 2015).

2.4.4. Frei bestellbare Risikoprodukte

Also shown were legally available products whose promoted use is
nonetheless problematic. The |3-year-old Amila, for example, was
served a video on “Sculptra”. It shows instructions for self-treatment
with the injectable filler. Sculptra is not a prescription-only medicinal
product and is therefore in principle orderable via online retail.
However, the use of Sculptra is intended exclusively for professional
application: aesthetic injections in Austria may only be performed by

qualified physicians.

On the profile of 20-year-old Laura, several videos on skin-lightening
products were furthermore found. Some of these products are
promoted by accounts from third countries, which is fraught with risk
particularly in this product category. In the EU rapid alert system Safety
Gate, skin-lightening creams were among the most frequently objected-
to cosmetics (Michalek et. al. 2019). The Bavarian State Office for Health
and Food Safety (LGL) objected to 57% of the skin-bleaching products it
examined in 2023. In the preceding years 2021/2022, the rate was 82%.
In 62% of the samples objected to in 2023, the labelling was faulted. 38%
were classified as unsafe on account of their ingredients under Art. 3 of
the EU Cosmetics Regulation (VO EG 1223/ 2009), and two of them
even as a “serious risk” (Bayerisches Landesamt fiir Gesundheit und

Lebensmittelsicherheit 2023).

2.5. Manipulative communication patterns

Beyond the content categories, the survey captured the recurring
patterns through which the content served unfolds its effect.
Manipulative communication and design patterns are understood here as
forms of design, presentation and communication intended to move
users towards a particular behaviour through deception, through
misleading and through the targeted exploitation of cognitive or

psychological mechanisms.

Some of these patterns overlap with the concept of dark patterns or

deceptive design, which Art. 25 DSA prohibits in the design of online

Figure 9: Treatment instructions with
the injectable filler Sculptra




interfaces where these are conceived so as to deceive or manipulate
users. The patterns collected and documented here, however, lie
predominantly at the level of content and communication rather than
that of the user interface. Where there is an overlap with Art. 25 DSA,
or with unfair-competition law (UWG) in the context of misleading

commercial practices, this is indicated.

2.5.1. Authority narrative

Recorded under the authority narrative were videos that legitimise their
claims by recourse to an actual or supposed authority. This includes, on
the one hand, people who claim or stage professional competence:
physicians, so-called “cosmetic nurses”, and people appearing in surgical

or laboratory clothing whose appearance suggests medical expertise.

On the other hand influencers themselves were also categorized as
bearers of authority. The basis for this is the relationship between
influencers and their audience: the one-sided but personally experienced
bond leads to influencers being perceived as trusted and credible
reference figures, whose supposed expertise can influence users'

attitudes and purchase intentions (Lou and Kim 2019).

The category is thus deliberately broad. It captures both staged medical
professional authority and the social authority of high-reach creators

such as Bramal or Clavicular.

2.5.2. Before-and-after images

Before-and-after images juxtapose a — often drastic — change: weight loss,
muscle gain or the result of Botox, filler or surgical treatments. Their
manipulative effect lies in suggesting a causal link between product and
result without disclosing its basis in reality. In the survey, they occurred
above all in the detox-tea videos of Maya Rossi (see 2.5.4, case study:
“Maya's Method”) and on company accounts of beauty salons, and

accordingly concentrated on the two female beauty profiles.

While this type of comparative depiction is in principle permissible in
Austria, such depictions are prohibited in Germany for the protection of
young people: there, s. || of the Therapeutic Products Advertising Act
(HWG 1994) prohibits advertising with before-and-after images for
operative plastic-surgical procedures. In a judgment of 31 July 2025, the

Federal Court of Justice extended this prohibition to minimally invasive



procedures such as hyaluronic acid injections to alter the shape of the
nose or chin. The reasoning was that comparative depictions incite
young people in particular to undergo such medically unnecessary

aesthetic procedures (Bundesgerichtshof 2025).

2.5.3. Further manipulation strategies

Further patterns observed concern in particular confirmshaming and
social proof. A deceptive design element highly prevalent in purchase and
fraud contexts — namely the artificial creation of scarcity or urgency —

played hardly any role in the content served on Snapchat.

In confirmshaming, users are moved via negative emotions — shame,
inadequacy, fear — to adopt a behaviour they would otherwise have
refrained from. In the survey, this pattern mostly appeared subtly: one
company account, for instance, contrasted “me without happiness” with
“me with happiness”, depicting the state without a Botox treatment as
unhappy and thereby coupling a cosmetic product to emotional
wellbeing. Striking, and grave from the perspective of the protection of
minors, is the distribution: all 26 recorded cases of confirmshaming fell

on the profile of |3-year-old Amila.

The pattern of social proof was likewise served only subtly in the content
found — mostly via social comparisons, for instance the image of a very
slim person with the caption “to have a body like that one day”, which

implicitly sets the body shown as a desirable, socially expected norm.

2.5.4. Case study: ,,Maya’s Method*

How several of these deceptive design elements interact is shown by
“Maya's Method”, a weight-loss method allegedly developed by a
Harvard nutrition student named Maya Rossi. Under @mayasmethod
(15,400 followers, as of July 2026), content is posted promoting “Maya's
Method” — a detox tea with which one is supposedly meant to lose ten
kilograms in four weeks — while showing before-and-after images of her
alleged customers. This format thus combines the problematic
comparative depiction (before-and-after images) with the authority
gesture (the claimed Harvard background). At the same time, the sheer
volume of different before-and-after images creates an additional effect
of social proof. The suggestion is that a variety of girls and women were

able to lose weight successfully with the help of the promoted tea.



It is to be assumed, however, that Maya Rossi and her method are a
scam. The videos are stolen from other users: the influencer
@hilaryshreds calls on her followers to report Maya Rossi for using her
content. Consumers furthermore report numerous consumer-
protection problems, including being invoiced for additional, unordered
items, and unauthorised recurring payments being executed via
platforms such as PayPal. At the same time, consumers report difficulties
obtaining refunds in cases of erroneous debits. In some cases no product

arrived at all, or one that had nothing to do with what was ordered.

Maya's Method has me getting Maya's Method has me getting
compliments daily compliments daily

May.a Rossi eee N 3 Ros

Figure 10: “Maya's Method”: before and after image



3. Legal Assessment

In the following, the observations documented in this study are assessed
legally. Particularly relevant are the Digital Services Act (DSA 2022),
advertising restrictions for prescription-only products under the
Medicines Act (AMG 1983) and the Audiovisual Media Services Act
(AMD-G 2001), as well as the prohibition of misleading and aggressive
commercial practices under the Federal Act against Unfair Competition

(UWG 1984).

3.1. Digital Services Act

Since 2023, Snapchat has been designated a Very Large Online Platform
(VLOP) within the meaning of the Digital Services Act. Decisive for this
is the threshold of more than 45 million monthly users in the EU. With
this designation, Snapchat is subject to heightened obligations, in
particular concerning the identification of systemic risks and the
implementation of measures to reduce them. In addition, transparency
and labelling obligations must be observed, and the protection of minors

ensured.

3.1.1. Labelling of advertising (Art. 26 DSA)

Art. 26 DSA obliges platforms to label advertising clearly and
unambiguously as such. Art. 3(r) DSA defines advertising as any
information designed to promote the message of a natural or legal
person — irrespective of whether commercial or not — for whose

dissemination the platform receives remuneration.

In the context of the surveys, it emerged that classic advertising served
via Snapchat's ad system appeared only to a limited extent and almost
exclusively concerned unrelated product categories (no beauty or fitness
products). The commercial content relevant in the beauty and fitness
context, by contrast — recommendations of products, treatments or
specific physicians — was almost invariably not identified as advertising.
Marketing accounts of, for example, beauty salons, plastic surgeons or
“cosmetic nurses” (e.g. @Lip4Kiss, @Ginille_NP) likewise did not
disclose the promotional character of their content, despite consistently

advertising their own services.



Undisclosed advertising (“surreptitious advertising”) by users does not,
however, fall under Art. 26 DSA; under other statutory provisions,
though, commercial content must not be disguised as neutral
information (see 3.2, Prohibition of disguised, misleading and aggressive
commercial practices (UWG)). No such labelling obligation can be
derived from the DSA itself. Art. 8 DSA rules out general monitoring
obligations and thus also any duty of control on the part of platforms to
check the content of advertising accounts for missing labels. Art. 26(2)
DSA merely establishes the obligation of online platforms to provide

their users with a function for declaring advertising.

Under the Commission's guidelines on Art. 28 DSA, online platforms
must indeed ensure that minors are not exposed to surreptitious
advertising  (cf. Commission Communication of 10.10.2025,
C/2025/5519, para. 69(h)). However, the Commission subsequently
refers to the labelling tool of Art. 26(2) DSA. The platform's obligation
is thus limited to providing the technical infrastructure that enables
advertising accounts to identify their commercial communication as
such. A breach by users of a labelling obligation arising from other legal
provisions can therefore at most be taken up by the online platform

during moderation.

3.1.2. Protection of minors (Art. 28)

Art. 28(1) DSA obliges platforms accessible to minors to ensure a high
level of privacy, safety and security. Paragraph 2 additionally prohibits
serving profiling-based targeted advertising to minors. In practice,
however, this paragraph barely applies here, since the commercial
content documented predominantly does not constitute platform-
remunerated advertising within the meaning of Art. 3(r) DSA. According

to the Commission's guidelines, all people under 18 count as minors.

Two of the four test profiles were set up as minor profiles (13 and 14
years old) in order to test the protection of minors specifically. The
result shows that profiles registered as minors were served content
concerning the normalisation of prescription-only and illegal substances
as well as cosmetic procedures. The profile of |3-year-old Amila shows
this especially clearly: of her 81 entries, 25 videos contained Botox and
27 filler content, while 20-year-old Laura was served only seven videos

on Botox and four on fillers. That such content is displayed to a profile



set up as a minor raises the question of whether the “appropriate and
proportionate measures” required by Art. 28(1) are sufficient (e.g. in the

design of the recommender system).

3.1.3. Systemic Risks (Art. 34, 35)

Articles 34 and 35 DSA oblige very large online platforms to identify and
assess the systemic risks stemming from their services and to implement
effective measures to mitigate them. The risk categories named include
the rights of the child, the protection of public health, and users' physical

and mental wellbeing.

The content observed can be assigned directly to these categories. The
normalisation of health-damaging substances and procedures, as well as
widely received disinformation narratives such as feigned scientific
authorities or pseudo-scientific looksmaxxing methods, have a long-term
negative effect on public health. The beauty ideals negotiated on
Snapchat additionally constitute a risk for the body image conveyed and
for the eating behaviour of children and young people, which in turn
affects physical and mental wellbeing negatively. Since two of the test
profiles were set up as minors, this health dimension intersects with the
safeguarding of children's rights and the primacy of the best interests of

the child (e.g. with regard to protection rights and the right to health).

The results also show that this content is not a matter of fringe
phenomena or isolated posts; rather, a concentration of problematic
content could be observed. It is thus a systemic risk realised via the

recommender algorithm.

3.2. Prohibition of disguised, misleading and aggressive

commercial practices

The Austrian Federal Act against Unfair Competition (UWG) transposes
the Unfair Commercial Practices Directive (UCPD). Unlike the DSA,
which places obligations on platforms, the addressee of the UWG is not
the platform but the advertising account or the company behind it.
Section 1(4)(2) UWG defines a commercial practice as “any act,
omission, course of conduct or representation, commercial
communication including advertising and marketing, by a trader, directly

connected with the promotion, sale or supply of a product”.



The missing labelling already described in the context of Art. 26 DSA is,
in unfair-competition terms, to be understood as disguised commercial
communication. Under s. 2(2) in conjunction with item | | of the Annex
to the UWG, this constitutes an explicitly prohibited form of misleading

commercial practice.

The manipulative patterns documented in the study can be classified
differently under unfair-competition law. Candidates for misleading
commercial practices (s. 2 UWG) are those patterns that deceive about
verifiable facts: staged or stolen before-and-after images (deception
about the actual effect of a treatment), feigned professional authority
(deception about qualifications and evidence), and fabricated indications
of social proof (such as invented user or order figures). The precondition
in all cases is that the practice is apt materially to distort the economic
behaviour of an average member of the group addressed. This is
particularly relevant where minors are specifically targeted, since the
decisive standard of public perception is then oriented towards their

average understanding.

3.3. Advertising restrictions for medicinal products and

medical devices

The Austrian Medicines Act (AMG) prohibits, in s. 51, advertising for
prescription-only medicinal products directed at consumers (so-called
“lay advertising”). This prohibition covers the documented
recommendations concerning isotretinoin, anabolic steroids and
testosterone, as well as Botox. Particularly problematic, moreover, is
that the promotion often takes place via high-reach accounts (e.g.
Clavicular with 167,000 followers, as of July 2026), whereas the AMG
specifically prohibits endorsements by persons who, owing to their
celebrity, are capable of encouraging the consumption of medicinal

products (s. 53(1)(7) AMG).

Prescription-only products are to be distinguished from products that
are likewise relevant in this study but fall under medical-devices law (EU
Regulation 2017/745 — MDR) and, nationally, under the Medical Devices
Act 2021 (MPG 2021); these include, for example, injectable fillers. The
MPG 2021 (ss. 70 ff.), similarly to the AMG, distinguishes between



professional and lay advertising — the distinction being relevant for
products whose use may only take place under medical treatment or
supervision. There is also a prohibition of misleading claims: statements
that are untrue or apt to mislead are prohibited (e.g. “no side effects”,

before-and-after depictions, purported promises of success).

According to §8(l) of the Federal Act on the Performance of Aesthetic
Treatments and Operations (AsthOpG), it is illegal to advertise aesthetic
treatments and operations in a discriminatory, subjective or untrue
manner. Explicitly prohibited, furthermore, are advertising measures

directed exclusively or predominantly at minors (s. 8(2)(4) AsthOpG).

A further pertinent statute, which can be relevant in particular for
influencers based in Austria insofar as their content qualifies as
audiovisual commercial communication, is the Audiovisual Media
Services Act (AMD-G). lIts s. 34(l) prohibits any form of commercial
communication for prescription-only medicinal products or therapeutic
treatments. All other medicinal products, medical devices and treatment
methods must, under s. 34(2) AMD-G, be “readily recognisable as such,
honest, truthful and verifiable”. Beyond this, s. 36 AMD-G establishes a
protective provision for minors, under which audiovisual commercial
communication must not lead to “physical, mental or moral detriment”.
In particular, no direct exhortation to buy goods or services may be
addressed to minors that exploits their inexperience and credulity (s.

36(2)(1) AMD-G).



4. Conclusion

The study showed that the algorithmically curated areas of Snapchat
(“Spotlight”, “Discover”) can be environments in which health-
endangering content and unlabelled advertising are served, rather than
merely harmless entertainment spaces for young people. Even profiles
that were newly created and focused on beauty and fitness were quickly
confronted with problematic beauty ideals, the normalisation of
cosmetic procedures, and the promotion of prescription-only

substances that are sometimes dangerous.

The results show that Snapchat users can encounter a great deal of
problematic content. In 1.7 hours of material, 226 problematic items
were identified. On average, test profiles with beauty or fitness interests
were served one problematic item every three minutes. This ranged
from the promotion of problematic beauty ideals, such as trivialising
disordered eating behaviour, to the normalisation of Botox treatments
and the promotion of prescription-only substances for performance
enhancement. Notably, substances and procedures were addressed
openly and casually in the collected content, with little to no mention of
side effects or risks. This casual approach lowers the threshold for

imitation and changes what users perceive as normal.

Clear differences by age and gender are evident. As expected, the type
of content reflects the specific interests: cosmetic procedures dominate
the female beauty profiles and performance-enhancing substances
dominate the male fitness profiles. The most significant finding relates to
the content served: while 13- and 20-year-old female profiles were
served problematic content at a similar frequency, a markedly higher
proportion of the content served to |3-year-old Amila concerned

cosmetic procedures than to 20-year-old Laura.

Another finding shows that problematic commercial content was almost
never labelled as advertising. Unlike unrelated-product advertising, which
was labelled correctly, the promotional nature of content in the beauty

and fitness sphere thus remained hidden.

Legally, these individual findings coalesce into systemic risk as defined in

Art. 34(1)(b) and (d) of the DSA. Health and development are



endangered not by isolated cases, but by systemic risk mediated via the

recommender algorithm, which also affects profiles set up by minors.

These findings highlight the need for action, particularly on the part of
the platform itself: As a very large online platform, Snapchat is obliged
under Art. 34 of the DSA, to recognise the risks to minors documented
here and mitigate them through appropriate measures. This includes the
design of the recommender system. Content that normalises
prescription-only substances or promotes problematic beauty ideals to
minors must not be amplified by algorithms. (3) The absence of
advertising labels in the beauty and fitness sphere must also be
addressed. The existing legal framework not only prohibits advertising
disguised as information. Rather, advertising measures for prescription-
only medicinal products and therapeutic treatments are prohibited
outright, regardless of labelling. Stricter rules apply to commercial
communication directed at minors. However, the DSA lacks a proactive
duty of control for online platforms concerning the lawfulness of
content. This means that enforcement depends on reports from affected
parties or trusted flaggers. As a result, existing prohibitions are only

enforced if platforms respond to such reports during moderation.

Consistent enforcement by the relevant authorities is also required. The
present investigation provides a snapshot of four test profiles. While it
cannot replace systematic oversight, it can provide evidence to support
it. Effective control also presupposes functioning data access for
independent research under Art. 40 of the DSA, which would enable
surveys like this one to be conducted without resorting to fabricated
profiles. In principle, such access has existed since October 2025.
However, the literature points out that effective data access continues
to be hindered by significant legal and practical obstacles (Arcila Beatriz
u. a. 2026; Stalla-Bourdillon und Lieutaud 2025). Therefore, a research-
friendly design of this access, enabling surveys like this one without
fabricated profiles, is as necessary as the consistent enforcement of
existing platform obligations. As long as problematic content continues
to reach the profiles of minors by the minute, the protection of minors

demanded by the DSA will remain full of gaps.
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