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A Comparative Assessment of Four Platforms  
under the DSA Article 28(4) Guidelines

This assessment evaluates the alignment of the 
social media platforms Instagram, YouTube, 
Snapchat and TikTok with the non-binding rec-
ommendations set out in the European Com-
mission‘s Article 28(4) DSA Guidelines 
(C/2025/5519), published in July 2025. 

The Guidelines operationalise platforms‘ obliga-
tions under Article 28 DSA to ensure a high level 
of privacy, safety, and security for minors. The rele-
vance of this assessment is underscored by recent 
regulatory action: in 2026, the European Com-
mission preliminarily found Meta in breach of the 
DSA for failing to prevent minors under 13 from 
accessing its services and inadequately assessing 
the associated risks highlighting the gap between 
platforms‘ stated policies and their implementa-
tion in practice (European Commission 2026).  

As the Commission has committed to reviewing 
these Guidelines within twelve months of publica-
tion, the findings presented here contribute to the 
evidence base ahead of that review.  

The following key findings were identified:

•	 All four platforms set minor accounts to pri-
vate by default and restrict interactions to ac-
cepted contacts — the most consistently im-
plemented recommendation across platforms. 

•	 While account creation is straightforward on 
all platforms, registration relies almost exclu-
sively on date-of-birth self-declaration for age 
verification, and most platforms fail to provide 
comprehensive, accessible, age-appropriate in-
formation about safety features, risks, and data 
use. 

•	 Despite private account defaults, significant 
gaps remain: autoplay cannot be disabled on 
three of four platforms, and engagement-driv-
ing features such as streaks, like counts, and 
read receipts remain active by default on most 
platforms.

•	 Across platforms, alignment with the Guide-
lines decreases from YouTube — which shows 
the strongest alignment due to its mandato-
ry parental involvement structure — through 
TikTok and Instagram, to Snapchat, which 
shows the weakest alignment overall. 
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Method

For each platform, test accounts were created across three age profiles — 13, 16 and 21 years old – and all account 
and privacy settings were systematically documented immediately after registration, prior to any user interaction. 
Testing was conducted in 05/2026. The assessment is based on a standardised checklist developed directly from the 
wording of the Guidelines; however, as the Guidelines are non-binding and leave considerable room for interpre-
tation some evaluations necessarily involve a degree of subjectivity. Ratings should therefore be read as informed 
assessments rather than definitive determinations.
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The Guidelines suggest the use of age assurance meas-
ures beyond self-declaration and active discouraging of 
underage sign-ups. Platforms should also explain the 
benefits and risks of registration in accessible, age-appro-
priate language, and highlight the platform‘s safety fea-
tures, rules of conduct and their consequences, as well 
as any identified risks and available support resources 
during registration. On data collection, platforms should 
discourage minors from sharing more personal infor-
mation than is strictly necessary for function and should 
seek parental or guardian consent where required under 
applicable law. Finally, logging out and deleting an ac-
count should be straightforward and easily accessible to 
minors. 

Across all four platforms, registration relies primarily on 
self-declared date of birth, with no identity verification at 
the point of account creation. Two platforms go beyond 
this baseline: YouTube requires parental involvement via a 
linked Google account rather than relying on the minor‘s 

self-declaration alone, while TikTok additionally applies 
an AI-based age-estimation system after registration to 
flag potentially misstated ages - though it does not dis-
close how this system works. On information provision, 
YouTube‘s registration flow is markedly the most com-
prehensive, presenting parents with structured explana-
tions of various information such as parental controls, 
rules of conduct and safety features. TikTok‘s phone-app 
registration includes a dedicated ‚Privacy Highlights for 
Teens‘ screen with short videos on data use, though 
safety risks and community guidelines are addressed only 
superficially. Instagram and Snapchat both present only a 
standard Terms of Service and Privacy Policy disclaimer 
at registration. Account deletion is technically possible 
on all platforms but involves multiple steps and a 30-day 
deactivation period on Instagram, Snapchat, and TikTok; it 
is not signposted during registration on any platform. On 
YouTube, account deletion is more complex as it goes 
through the Google Account or must be done by the 
linked parent account. 
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Evaluation Criterion Instagram TikTok YouTube Snapchat

56. a Benefits, risks & purpose of registration explained at sign-up no partially + partially + no

56. b Sign-up is accessible & in age-appropriate language partially + partially − n/a partially −

56. f Safety features, rules, risks & support shown at sign up no partially − yes partially −

56. c, f Age assurance goes beyond self-declaration no partially + partially + no

56. c Helps minors check they meet the minimum age no no yes no

56. d Underage sign-ups are actively discouraged no partially + partially + no

56. g
Discourages sharing personal data
seeks guardian consent

partially − partially + yes partially −

56. e Logout & account deletion easily accessible partially − partially − partially − partially −

Legend

yes yes – criterion fully met partially + partially + – mostly met

partially − partially − – mostly not met no no – criterion not met

n/a n/a – not applicable

Default Settings
The Guidelines recommend that accounts belonging to 
minors be configured to the highest available level of 
privacy, safety and security by default, without requiring 
any active steps from the user. At a minimum, this means 
that account content and profile information are only 

visible to accepted accounts, interactions are restricted 
to those accounts, and activities are generally not visible 
to others. Device permissions such as geolocation or 
camera access should be off by default. Further, autoplay, 
livestreaming and push notifications - with push notifica-
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tions remaining off during core sleep hours at minimum - 
should be disabled by default, as should features associ-
ated with compulsive use (for example streaks or read 
receipts). Platforms should additionally enable friction 
mechanisms that slow down content consumption. The 
Guidelines emphasise that any option to change these 
default settings should be presented neutrally, and that 
minors should never be encouraged or enticed to lower 
their level of protection.

All four platforms set minor accounts to private by 
default, requiring follower or contact approval before 
others can view content. This represents the most 
consistently implemented recommendation across the 
platforms assessed. There are some differences based on 
age, usually with 16 years as the threshold: TikTok applies 
the most differentiated age-based framework, with 
meaningfully stricter defaults for users under 16. Insta-
gram, by contrast, applies the same defaults across ages; 
what varies by age is only whether the user is permitted 
to loosen those settings, younger minors cannot reduce 
their own protection without guardian consent. You-
Tube offers either YouTube Kids or supervised YouTube 
accounts. Snapchat allows users over 16 to make their 
profile public and to let followers post stories in re-
sponse to those minors‘ public posts. 

The most significant structural tension between the 
evaluated platforms’ product design and the Guidelines‘ 
recommendations lies in autoplay, which cannot be 
turned off on Instagram, TikTok or Snapchat; YouTube is 
the only platform where autoplay is disabled by default 
for minor accounts, however Shorts of a single creator 
are shown with autoplay. Push notifications are active by 
default on all platforms outside limited nighttime win-
dows; none fully implement the Guideline recommenda-
tion that notifications be off by default. Streaks are active 
by default on TikTok and Snapchat, with streak reminder 
notifications. Visible like and reaction counts are on by 
default on Instagram, TikTok, and Snapchat. On body 
image filters, Snapchat‘s Lenses represent the most sig-
nificant gap: appearance-altering (AR) filters are a core, 
prominently featured element of the platform and are 
on by default for minor accounts, while Instagram and 
TikTok have some restrictions and do not use AR filters 
– though filters with smoothing and facial modification 
effects are still available. 
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Evaluation Criterion Instagram TikTok YouTube Snapchat

57. b Account is set to private by default yes yes yes yes

57. b) i
Interactions limited to accepted contacts
(likes, tags, comments, DMs, reposts, mentions)

yes yes n/a partially −

57. b) iii Minor's content limited to accepted contacts
(posts, account information)

partially + partially + n/a partially −

57. b) iv Minor's activity is not visible to others (likes, follows) partially + no yes no

57. b) x Recommendations of other accounts are off by default no partially + no partially +

57. b) ii
Third parties prevented from downloading or
screenshotting the minor's content

no partially + n/a partially +

57. b) v
Device permissions & non-essential tracking off by default
(geolocation, mic, camera, contact sync)

partially − partially − n/a yes

57. b)
vi, vii, viii

Autoplay, livestreaming, push & engagement-
driving features are off by default

partially − no yes no

57. b) vii Push notifications respect core sleep hours yes partially − n/a no

57. b) vii Push notifications notify only about interactions
from direct contacts and followed accounts

no partially + yes partially +

57. b) ix Friction mechanisms are enabled by default no no partially + no

57. b) xi Filters with negative body-image effects off by default partially + partially + n/a no

Legend

yes yes – criterion fully met partially + partially + – mostly met

partially − partially − – mostly not met no no – criterion not met

n/a n/a – not applicable
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Default Settings under European Commission‘s Article 28(4) DSA Guidelines - platform comparison,  As of May 2026



4

Platform Alignment

YouTube demonstrates the strongest overall alignment 
with the Guidelines, primarily by virtue of its structural 
architecture: mandatory parental involvement at regis-
tration, Family Link-mediated access, and the absence 
of most engagement-driving features in the supervised 
account configuration. However, several friction and 
screen time mechanisms are available only as opt-in pa-
rental controls rather than pre-configured defaults, and 
the minor plays no active role in the registration process, 
limiting alignment with age-appropriate transparency rec-
ommendations.

TikTok demonstrates the most systematic approach to 
age-differentiated defaults among the three convention-
al social media platforms, with meaningful distinctions 
between under-16 and 16–17 configurations. During the 
registration process, some criteria of the guidelines are 
fulfilled and some information on data privacy and risks 
is presented in an appropriate format. The most signifi-
cant structural gap is autoplay, which cannot be disabled 
in the settings. Other engagement-enhancing features 
remain active by default, and safety-enhancing features 
are largely absent. 



Instagram‘s Teen Accounts framework addresses some of 
the Guidelines‘ recommendations, including private pro-
files and messaging restrictions, which cannot be changed 
to lower protection without guardian consent. However, 
the registration does not align with any criteria, besides 
ease of access. Engagement-limiting defaults and safe-
ty-enhancing features also do not align with the recom-
mended default settings either – besides core sleeping 
hours in regard to notifications. The configuration also 
lacks autoplay restrictions, and body image filters, read 
receipts, and like counts are active by default. The most 
significant weakness identified by Fairplay is the recom-
mendation system, which has been independently docu-
mented as directing minor users toward adult strangers 
(Béjar et al. 2025). 

Snapchat exhibits a weak alignment with the Guide-
lines, with active defaults that most directly contradict 
it. Streaks, streak reminder notifications, read receipts, 
autoplay, and appearance-altering Lenses are all on by 
default. The platform‘s strong contact restriction and in-
teraction defaults represent a positive alignment; howev-
er, the notification architecture is specifically designed to 
maximise re-engagement (Bits of Freedom 2025). During 
the registration process, only a few of the Guidelines’ 
recommendations are partially implemented. 
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The findings presented in this report demonstrate 
that alignment with the Commission‘s Article 28(4) 
Guidelines is uneven - both across platforms and across 
individual criteria within each platform. Where protec-
tive defaults exist, they tend to cluster around account 
visibility and contact restrictions, which are broadly 
implemented across all four platforms. Alignment is con-
siderably weaker for engagement-driving defaults, which 
remain active on most platforms despite the Guidelines‘ 
explicit recommendation that they be off by default for 
minor accounts.

A cross-cutting limitation of the current framework is 
the interpretive latitude left by several of the Guidelines‘ 
recommendations. Terms such as ‚friction mechanisms‘, 
‚age-appropriate language‘, and ‚non-essential tracking‘ 

are not operationalised with sufficient specificity to 
support consistent assessment or enforcement. The 
Guidelines‘ acknowledgement that recommendations are 
non-exhaustive further complicates comparative eval-
uation. As the Commission uses these Guidelines as a 
reference point for assessing DSA Article 28 compliance, 
greater definitional precision and independent audit 
mechanisms will be necessary to translate their protec-
tive intent into verifiable platform obligations.

Conclusion
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